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' Subject:  OCRWM CONCERNS PROGRAM - RESULTS OF ANONYMOUS

. CONCERN
Category: OCRWM Coneerns Program

OCRWM CONCERNS PROGRAM - RESULTS OF ANON YMOUS CONCER_N

On occasion, the OCR WM Concerns Program (OCP) reccives ‘ANONyNoUSs’ CONCErns. As
such, the OCP does not have a way to respond dircctly to the employee with review
results. As a method of providing ‘feedback’, the results of hroad-based Project concems
will be made available to all Project employees using Project communication tools. Using
this broad distribution method, the OCP anticipates that the concerned cmployee will read

the results of the following concer:

Concern Lssue: Identified that a Project database had been potentially compromised in
that a former employce may have had outside access to a Project server. 1n addition, it
was alleged thal some computer equipment could not be accounied for.

Concern Review Resnlts: The results of the investigation indicated that remote access
~ accounts for the specific database had not been accessed during the alleged time
period. However, the investigation also found that some computer security practices
were lacking. As a result, cyber security measures have been implemented to provide
more securc administrative and user controls on the system. Also, the identified
computer equipment was sccounted for as cither in the possession of the Project or

having been dispositioncd.

The OCP wants to clarify that submitting an ‘anonymous’ coneern does not mcan that
results will atways be published for Project access. The decision 1o publish results is
based on the fallowing OCP considerations: {1) protecting the idenlity of any employee(s)
named in the alleged concern and (2) providing gencrul information on broad issues about
Project systems, processgs, programs, ¢tc. where an employee concern ither improved

the process or the alieged conditien did not exist.

“The OCRWM Concerns Program is committed ta maintaining Confidentinlity as an
integral part of its process. 1f you have any questions, please eall us at i-800-874-5335,



